


1. Our staff would like to exchange files with outside parties 
(clients, attorneys) using a web service (such as ÒDropboxÓ). Is 
this safe?

The key is to do your "due diligence.Ó  Make sure that you fully understand the 
security and privacy policies  in place for whatever option you choose, and that you 
ensure that your firm has policies and procedures in place that will minimize the risk of 
data loss and protect you in the event of a breach. 

There are many options for exchanging files via the web. These fall into two general 
categories:

¥ A shared web service in "the cloud"

¥ A dedicated web service on your own server (or a leased server)

Each of these options has benefits and drawbacks, as we will discuss below.

Shared web service in "the cloud"

File-sharing services on the web have become extremely popular---and the number of 
options has exploded. The benefit of contracting with a third-party file sharing provider is 
that you can outsource the security and maintenance costs. The drawback is  that you 
lose direct control of your information: it is  stored on someone else's systems, possibly 
in another country where they are not beholden to the same laws. 

Tips for selecting an outsourced web-based file-sharing p rovider (if you 
choose to go this route):

¥ Make absolutely sure that you understand the vendorÕs Terms of Service and that 
you are comfortable with them. For example, the popular ÒDropboxÓ service 
includes the following terms which may be of concern to some firms:

ÒÉYOU ACKNOWLEDGE THAT USE OF THE SITE, CONTENT, FILE AND 
SERVICES MAY RESULT IN UNEXPECTED RESULTS, LOSS OR 
CORRUPTION OF DATA OR COMMUNICATIONS, PROJECT DELAYS, 
OTHER UNPREDICTABLE DAMAGE OR LOSS, OR EXPOSURE OF YOUR 
DATA OR YOUR FILES TO UNINTENDED THIRD PARTIES.

ÒDROPBOX MAKES NO WARRANTY THAT THE SITE, CONTENT, FILES 
OR SERVICES WILL MEET YOUR REQUIREMENTS OR BE AVAILABLE 
ON AN UNINTERRUPTED, SECURE, OR ERROR-FREE BASIS.Ó

http://www.dropbox.com/terms
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¥ Make sure you understand what information the vendor collects and distributes 
about your firmÕs use of their site. Many vendors track all logins and use of their 
site, and sell or share that information with advertisers or for other purposes. 
Your firmÕs associations, clients and colleagues may be inferred through the use 
of their site. Carefully read the vendorÕs terms of service and privacy policy.

¥ One person = one login. Each of your staff members and every person you 
exchange files with should have their own separate login credentials.

¥ Ensure that all uploads and downloads are protected by strong encryption in 
transit. Look for companies  which support TLS 1.0 (URLs should always begin 
with "https" rather than "http"). 

¥ Encryption - Consider encrypting your files using end-to-end encryption products 
such as  PGP or GPG, so that third parties involved in management of the web 
site cannot read them.

¥ Auditable - Request regular access to logs which will tell you who has logged into 
the system, and what files  were uploaded/downloaded, with corresponding times. 
Review access  records routinely and ensure that there hasn't been any 
unauthorized access or suspicious activity.

¥ Make sure you know what countries the servers are operated in, so that you 
understand what laws apply to management of your data.

¥ Inquire about the vendor's  backup policies. How often do they back up your 
information? How long are their backups retained? Are their backups encrypted 
in storage? Again using Dropbox as an example, their published backup policy is 
as follows: 

ÒDropbox and Amazon keep multiple redundant backups of all data over 
multiple locations to prevent the remote possibility of issues occurring in data 
centers.Ó

This  means that when you ÒdeleteÓ data from the DropBox portal, it is NOT 
deleted everywhere. The data still exists  in multiple places, and you may have 
no knowledge or control over how long these backup copies are stored, or 
who has access to them.

¥ Request a copy of the vendor's yearly security assessment. Reputable vendors 
will have a vulnerability assessment at least yearly. You may be required to sign 
an NDA in order to review the results. If the company will not provide you with a 
detailed report, they should at least be able to show you a letter of attestation 
from a reputable security firm which confirms that the assessment has been 
conducted and their product meets industry best practices  for security. If the 
vendor cannot or will not provide you with this, use a different vendor!!
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¥ Research public information regarding the vendorÕs security. Before putting your 
confidential informationÑand your clientsÕ confidential informationÑin the hands 
of a third party, search public search engines and databases  for third-party 
reports of any security or privacy issues. DonÕt just take the vendorÕs web site at 
face value. For example, the popular file sharing vendor ÒDropboxÓ has recently 
been the subject of widespread security and privacy concerns:

 ÒDropbox Lied to Users About Data Security, Complaint to FTC AllegesÓ

http://www.reddit.com/tb/hdg3m

ÒDropbox authentication: insecure by designÓ

http://dereknewton.com/2011/04/dropbox-authentication-static-host-ids/

Dropbox authentication exploit, dbClone.

http://hackoblog.com/2011/04/11/dropbox-authentication-exploit-dbclone/

ÒWhy I Might Be (although I would rather not be) Leaving DropboxÓ

http://academhack.outsidethetext.com/home/2011/why-i-might-be-although-i-would-
rather-not-leaving-dropbox/

¥ Passwords - ensure that the vendor has strong password policy requirements, 
and that your staff change their passwords on a regular basis. This is especially 
important for web services which are world-accessible via the Internet.

¥ Consider using two-factor authentication for login, at least for your staff. With two-
factor authentication, you are not simply relying on a password which can be 
guessed or stolen. A common example of a two-factor authentication system is 
an ATM card-- you use both the card (with a magnetic stripe) and a 
corresponding PIN, so that a thief would not be able to use JUST the card or 
JUST the PIN to withdraw money from an ATM. There are ways to set up two-
factor authentication systems for web sites and many other types of systems.

¥ Create policies which specify the web portal(s) approved for use by your staff, 
and what types of information they are permitted to upload to the web site. For 
example, you may wish to exclude special types of regulated information, such 
as HIPAA data or credit-card information. Make sure that your policies are clearly 
communicated to your staff on a regular basis.

Dedicated web service on your own server (or a leased  server)

You can also set up your own file sharing repository on your own systems. The benefits 
are that you have full control over the configuration of the system and you can set it up 
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exactly the way you want. You also maintain direct control over your information, and 
you know exactly how it is managed, so you can ensure that you are in compliance with 
regulations and security best practices. The down side is that you need to devote staff, 
time and resources to the setup and maintenance of the system. If there is  a security 
problem or a maintenance issue, you are fully responsible. 

2. How can we send and receive encrypted emails?

Encrypting emails is important for ensuring the confidenti ality and integrity of 
your communications. Just like mail in the postal system, emails are typically handled 
by third parties between the sender and the recipient. Each email is  processed by 
several different mail servers  in transit, which are outside the control of both the sender 
and recipient. In many cases, emails also travel unencrypted across various networks. 
Anyone with access to the third-party mail servers or networks can read your email, 
without your knowledge or consent. They can also make copies of your emails and 
store them indefinitely, again without your knowledge or consent.

The solution is to put your mail in a sealed ÒenvelopeÓ, rather than sending your 
confidential communications on the equivalent of postcards. End-to-end email 
encryption is designed for exactly this purpose. The recipient has a "public key" which 
anyone can use to "lock" messages that are sent to them. Once locked, the messages 
can only be opened with the recipient's "private key," which is a file that only exists on 
the recipient's computer. Usually, the private key also requires  a password for use, to 
ensure that only the recipient can use it to unlock messages. Encrypted emails normally 
remain encrypted in storage, and are only decrypted while the user is viewing them.

Using end-to-end encryption, you can ensure that no matter where your email travels, it 
can only be read by the recipient. 

Encrypting emails within your firm:

There are lots  of great options for sending encrypted emails  internally within your 
firm. Since your firm has the option to control the mail server setup/configuration as 
well as the workstations  (ie. desktops, laptops, etc), you can choose the type of 
setup that works best for you. If you use a third-party email provider, encrypting your 
email is an especially good idea, because the emails will be encrypted even while 
stored on the third-party's server.

Sending encrypted emails can be completely transparent for staff in your firm, 
meaning they don't have to do anything at all on a day-to-day basis to make it 
happen. In the most basic configuration, each mail client (ie Outlook) is configured 
with an encryption plugin. Recipient keys are stored on the desktop. One benefit of 
this  setup is  that mail clients  can be configured to automatically encrypt emails to 
known recipients. Free, widely used software is available for this purpose. 
Furthermore, messages  are typically encrypted both in transit and in storage.  The 
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drawback of this setup is  that individual mail clients must be modified when new 
recipients are added, adding to management overhead. If you have centralized 
management of your organization's workstations, it is easier to manage distribution 
and removal of email encryption keys. (Some companies offer commercial key 
management software for enterprises.)  Options for desktop email encryption include 
PGP's line of products (now owned by Symantec), or GPG (open-source and free).

Encrypting emails with third parties, such as clients or other attorneys:

Encrypting email with third parties is very important, and can also be challenging 
because you have no control over their environment. Fortunately, you still have a 
variety of options for sending and receiving encrypted emails  with third parties, 
including clients and other attorneys.

Many state-of-the-art solutions rely upon web protocols to provide a portable solution 
which will work for most people. Typically, the way these solutions work is that when 
you send an encrypted "email" to a third party, your email is  stored on a web server. 
The web server automatically emails  your recipient to let them know they have 
received an encrypted "email". The recipient logs into the web site (first creating an 
account if they don't already have one), and then downloads your "email," along with 
any attachments, over a TLS-encrypted session. Examples of web-based email 
encryption include Zix Mail and PGP Web Messenger. Depending on the solution 
you select, these can be operated on your own firm's server, or an outsourced 
providerÕs systems.

If there are specific third parties  that you email regularly, it's a good idea to set up 
transparent email encryption, so that senders do not have to click any extra buttons 
in order to send encrypted emails. This can save a lot of time, and ensure that your 
communication remains consistently confidential. The precise configuration details 
vary depending on the software used by both parties. 

One option for transparent email encryption is to configure your firm's central mail 
server, or a mail proxy, to automatically encrypt emails  with the recipient's  public key. 
When you send an email, your normal mail client (ie Outlook) sends it to your firm's 
mail server, which automatically encrypts the message and sends it along to the 
recipient. Recipient keys are stored on the server to use when "sealing" messages. 
This  type of system is usually easy to manage, partly because new recipient keys 
can be added to one central location. Products such as PGP Universal Gateway 
Email can be configured to automatically and transparently encrypt messages with 
other partners.
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3. Our staff has mobile devices such as laptops, Blackberries, and 
iPads. How we keep confidential information on these devices 
secure?

If you are storing confidential data on mobile devices,  it is absolutely imperative 
that you encrypt the data in storage . Simple password-protected laptops and mobile 
devices provide almost no security for the data on the device. With minimal effort, a thief 
can easily bypass your laptop password and recover the data. Instead, make sure to 
encrypt the hard drive or folder in which the confidential information is stored. (In many 
states, when a laptop is  stolen, you are only required to send out notifications of a data 
breach if the data was NOT encrypted, because encrypted data is  typically well 
protected.)

There are many great options for mobile device encryption. For example, the Truecrypt 
software can provide you with free, easy-to-use encryption on your laptops and thumb 
drives. Companies such as Symantec (PGP) offer enterprise-quality file and whole-disk 
encryption solutions, and even software specially designed for Blackberries and other 
platforms. Enterprise-quality systems usually include bundled key management 
software, which helps with maintenance and management. Using one of these products, 
you can ensure that when a mobile device is lost or stolen, you don't have to worry 
about losing client data or violating regulations. 

4. We have a place where we store documents on our company 
network. How can we make this secure so that we are in 
compliance with regulations such as HIPAA?

The precise configuration will of course depend on yo ur unique setup . Here are a 
few rules of thumb:

¥ One person = one login. Each of your staff members and every person you 
exchange files with should have their own separate login credentials.

¥ Restrict access to files on an as-needed basis. This is very important! There are 
many ways  to limit access to files and ensure that only people in specific groups 
have access to specific information. Detailed file sharing permissions are built 
into many commercial and open-source applications (including Microsoft 
Sharepoint, Mac OS X's wiki, AFS, and many others). 

¥ Ensure that all uploads and downloads are protected by strong encryption in 
transit (ie TLS). 

¥ Identify the types of regulated information that your staff handles. Review current 
regulations that affect this  type of data. If you are required, for example, to 
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encrypt the data in storage, then consider setting up an encrypted central file 
repository.

¥ Auditable - Make sure that you maintain access logs which will tell you who has 
logged into the system, and what files were uploaded/downloaded, with 
corresponding times. This way your staff will be able to review access records 
and ensure that there hasn't been any unauthorized access or suspicious activity.

¥ Take regular backups of your systems and ensure that they are stored securely. 
Off-site backups are a good idea, as are encrypted backups.

5. How can our staff remotely access the applications and data on 
our internal network?

Again, you have many options, and depending on your firm's unique needs, 
network architecture, and software requirements.  Solutions generally fall into two 
categories: VPN and third-party providers.

¥ Virtual Private Network (VPN)  
A VPN is an encrypted network connection that allows your staff to connect back 
to your office using an encrypted tunnel over the Internet. Many modern firewalls 
include VPN capabilities. Yours may already support VPN connections. VPNs are 
a common and cost-effective way to manage remote connections in the long-
term. If you do allow your staff to connect to your internal network using a VPN, 
make sure to carefully design the setup so that access  is  limited to only 
necessary systems and carefully logged. We highly recommend that you use 
two-factor authentication for all external access to your systems.

¥ Third-party provider (not recommended)  
Products such as GoToMyPC and LogMeIn allow you to access internal 
workstations from anywhere. These systems create a connection from 
workstations in your company to their third party systems, and then allow you to 
connect from anywhere to their third-party systems, so that they can broker the 
connection back to your workstation. In these scenarios, you are essentially 
opening up your firm's security to a third party, and sending all remote 
connections through a third-party system. This can introduce security holes  and 
potential legal concerns. LMG highly recommends that you consider other 
options or at a minimum conduct a thorough evaluation of any such third-party 
remote access provider.
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6. How can we dispose of hard drives and other electronic 
storage safely?

You may not realize it, but many people buy old hard drives from vendors in town 
or at auction sites like eBay in order to get valuable  data from them.  When firms do 
not verify that the data on old hard drives is really completely erased, your sensitive 
client information can end up on eBay.

Even experienced IT staff often do not realize that simply "formatting" hard drives does 
NOT actually remove the data on them. You must overwrite all of the data on the drive 
at least once, bit-for-bit, in order to ensure that it cannot be recovered. Fortunately, this 
is  an easy and straightforward process and there are many free tools  that you can use 
to do it.

First, make sure that you are carefully tracking all of your assets. Hard drives, desktops, 
laptops, thumb drives, etc should all be labeled and tracked. When they are retired, 
store old equipment in a LOCKED room until you are ready to dispose of it.

Printers, scanners, photocopiers, and fax machines may also store documents for 
extended periods of time after they are used. Make sure to track these assets and 
dispose of them properly, just like desktops and laptops.

You can properly erase hard drives  using free, open-source tools to overwrite every bit 
of data. Alternatively, you can physically destroy the hard drives or other storage media 
with a hammer. There are also data disposal firms which you can contract to destroy 
your data. Many of these companies will provide you with a certificate of destruction 
which you can present to third parties as needed to verify that you correctly disposed of 
your electronic storage devices.

7. What is a penetration test?

A test of your network resources designed to evaluate th e strength of your 
security posture and identify any weaknesses.  In an ÒexternalÓ penetration test, a 
security professional examines  your Internet-exposed systems from the perspective of 
an attacker to see if he can gain unauthorized access to your network or confidential 
data. 

Reputable security companies will then provide you with a prioritized, itemized list of 
findings, as well as general recommendations for remediation, tailored to your firmÕs 
resources and needs. Often, firms contract for a retest of any high-risk items which were 
found. Once these are remediated, the security company can provide a Letter of 
Attestation confirming that all high-risk findings were remediated. Penetration tests are a 
valuable and cost-effective way to identify fundamental security weaknesses and 
correct them.
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8. What is a vulnerability assessment?

A comprehensive review of your systems to identify secu rity vulnerabilities.  In  a 
vulnerability assessment, a security professional conducts a thorough examination of 
your systems using automated scanners and manual testing, and checks for tens of 
thousands of possible vulnerabilities. The security professional then provides you with a 
detailed list of items to remediate. A reputable firm will provide you with a prioritized, 
itemized summary of at least the highest-risk findings, which you can use as a guide for 
remediation. Vulnerability assessments are excellent ways to lock down your network 
infrastructure after you have already addressed the high-level issues identified during a 
penetration test.

9. What is the difference between a penetration test and a 
vulnerability assessment?

A penetration test is designed to identify fundamental weak nesses in your 
systems and processes. It is not a comprehensive rev iew of your systems.  As a 
result, penetration tests are typically more cost-effective than vulnerability assessments, 
and are excellent for organizations which are undergoing security testing for the first 
time. 

After you have conducted a couple of penetration tests and remediated any issues, it is 
appropriate to conduct a full vulnerability assessment to gather detailed information 
about issues and resolve them. Vulnerability assessments are designed to be as 
comprehensive as possible.

Since the IT landscape is constantly changing, many organizations set up recurring 
vulnerability scans and penetration tests quarterly or yearly to ensure that their 
infrastructures remain up-to-date.

10. What is an architecture review?

A review of your network architecture conducted by an e xperienced security 
professional, in order to identify fundamental secu rity weaknesses and 
recommend solutions that fit your needs.  

Too often, IT infrastructures are set up by outsourced providers with little or no security 
training. As a result, many firms have infrastructures with fundamental weaknesses that 
can be corrected simply by using different network designs. Fortunately, many 
fundamental issues can be remediated with smarter configurations (such as 
implementing better network segmentation), and can leverage the equipment that you 
already have in place. 
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An experienced security professional will help you make the best use of your existing 
resources, and provide you with guidance for supplementing as necessary to keep up 
with current best practices.

11. What is a policy/procedure gap analysis?

A careful review of your existing policies and proced ures to determine what 
security policies you have in place, identify any gaps  in existing policies, and 
provide you with a list of items that need to be addressed .

Security policies are very important because they clearly communicate to staff your 
firm's expectations for how sensitive data should be handled and what constitutes 
appropriate use of your firm's  IT network. For example, security policies  may specify 
that staff must keep their passwords secret, that company workstations cannot be used 
for inappropriate web surfing, or that confidential client data cannot be stored on non-
company systems. 

Good security policies can also limit your firm's liability, if there is a data breach or other 
problem due to an employee who is clearly in violation of your firm's stated policy.

If you handle regulated information, a policy/procedure gap analysis can also include an 
evaluation of your compliance with policies and procedures required by the regulations 
that impact you.

http://LakeMissoulaGroup.com              © 2011 Lake Missoula Group, LLC. All rights reserved.                                 11


